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□ 1- Securing email archives through user modeling 

Yiru Li; Somayaji, A.; 

Computer Security Applications Conference, 21st Annual 

5-9 Dec 2005 Page(s):10 pp. - 556 

Digital Object Identifier 10.1 1 09/CSAC.2005 50 

Summary: Online email archives are an under-protected yet extremely sensitive information resource. 
Email archives can store years worth of personal and business email in an easy-to-access form, one that 

is much easier to compromise than messages being transm 

AbslractPlus | Full Text: PDF(251 KB) IEEE CNF 
Rights and Permissions 



□ 2. Simple Authentication for the Web 

van der Horct Timothy W Seamons Kent E 
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1 7-21 Sept. 2007 Page(s):473 - 482 
Digital Object Identifier 10.1 109/SECCOM.2007.4550369 

Summary: Automated email-based password reestablishment (EBPR) is an efficient, cost-effective 
means to deal with forgotten passwords. In this technique, email providers authenticate users on behalf 

of web sites. This method works because web sites trust emai 
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□ 3. PhishGuard: A browser plug-in for protection from phishing 

Joshi, Y.; Saklikar, S.; Das, D.; Saha, S.; 
y - '■ c-' ':<? on 

10-12 Dec. 2008 Page(s):1 - 6 

Digital Object Identifier 10.1 109/IMSAA 2008 4753929 

Summary: Phishing is an act of identity theft aimed at acquiring sensitive information such as 
usernames. passwords, credit card detail etc.. by masquerading as a trustworthy entity in an electronic 

communication. Phishers use a number of different social eng 
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